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@Nz- 0 W@ GLEN kEN B A | e A
Ny ‘@ https ¢ fwewewr, kisa, or, k442 login.jsp v| W=
0|8 2 79I [=]
okoIC)
HIHMS ( ;\P [
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€] S @ YE
@ o]A| SSL AF5Ae] X7t S8 HAFYUT VIZSZ o]-53tM A

A GEo]AE AGA FGsoF st=A] O}O} As4yt
2.2 Apache AH A EAMH F=3]7]
7}. Apache A1 ¥ ol OpenSSL¥} mod_ssl¢] A %] WH

Apache AWA SSL 5218 71534 d17] H3lA= OpenSSL#
mod_sslo] & e 3y}

¢, A AM¥l2 T2 Apache Aol mod_sslo] AX|=o] J=AE
httpd -1 A& AFE-3 mod_ssl.c E= mod_ssl.soZ} A=A FR1sHA]7]
vtk vhd Ax)Eo] QuhH Apache AH|e] wWAo] b= 7)917] A 2
CSR A4 W g o2 o]FstA| 7] vigy



ical fapache/bin/httpd —|

<12l 3-3> mod_ssl AX| &l of

OpenSSL  Apache WZ¥} mod_ssl9] WS It Fo] &ure
OpenSSLe AAsljoF gt ol 5°] Apache 133 HMZdl= mod ssl
216 (B 217 AA8oF dtal, mod_ssl 2.1.62 OpenSSL 0.8.1b$}
0.9.1c W AloloMnt F2FUth HAE Q3tA ¢k3l OpenSSL}
mod_sslS A X3t Apache HIY #HFoAA 2 F7F HAF YT

mod_ssl> HFEA] Apache WA Bte RS AXSAMof shH
www.modssl.org?l| A Apache WS &1t & 1] B+ mod_ssl&

ol AA31A7] wig T,

mod_sslolA] A Y3+ apache M7 % OpenSSLY W32 mod_ssl
222~ README.Versionsol|A] &R1T 4= 9lom, www.openssl.orgol| 4=

g AFHTH
@D OpenSSLe] A X](www.openssl.org)

UFHE7]

$ gzip -cd openssl-0.9.6.tar.gz | tar xvf -

$ ./configé make$ make installconfig

= prefixe® TA FUS W= /usr/local/ssl HHEZ | A
217 AU

UE "gaEYd A5 sarxt v v o] gyt

$ ./config --prefix=/usr/local --openssldir=/usr/local/openssl

= OpenSSLe] 33U /usr/local/ssl/binol| A ] = L



ASAv =5 9t H3YEL2/usr/local/openssl o} <

tE e A4 H Y.
@ mod_ssl®] A (www.modssl.org)

A=E7]

e

$ gzip -cd apache_1.3.19.tar.gz | tar xvf

$ gzip -cd mod_ssl-2.8.1-1.3.19.tar.gz | tar xvf

gdo gz 4=E7]7F EYE mod_ssl A

mod ssl A4

[e)
A&

.

$ cd mod_ssl-2.8.1-1.3.19

$ ./configure \
--with-apache=../apache_1.3.19 \
--with-ssl=../openssl-0.9.6 \
--prefix=/usr/local/apache

@ Apache AH X](www.apache.org )

$ cd ../apache_1.3.x

$ SSL_BASE=../openssl-0.9.6 \
./configure \
--prefix=/usr/local/apache \
--enable-module=ssl \

$ make

$ make certificate

$ make install

L} Apache 1.3.X HZAo| A HIMH F53817]

(1) 79171 A4 = CSR A4 W




O HE dH A4

$ openssl md5 * > rand.dat

@ 7 % B4

$ openssl genrsa -rand rand.dat -des3 -out 1024 > key.pem

= 7iR17] MEH s S A™ei REEA] Z1sor gyt (Y43 E

=
AT 39 SSL S-S A% apache® FEE F glFLTh

© 44 7] %< o]&3ste] CSR A4

$ openssl req -new -key key.pem > csr.pem

= o 7]X key.pem> @A QoA AHT 7] o]F°lH csr.pem
=9 CSR 9 o]FYYTh

U= ARE dgsigte WAIAZE gy (B WEe dEo
ZHgdsfiof st obel= W™ dduth

Country(=7} ZE) KR

State/province (Al/X=2] A ©]&) Seoul
Locality(Al, 7, 5¢ ©]&) : Songpa-gu

Organization(3]A} ©|&) : Korea Information Security Agency
Organization Unit(F4]") : Policy Development Division

Common Name (host name + domain name) : www.Kisa.or.kr

37k £ GEsteRs WAL et g del s Bk

@ CSR A=

23" CSR():csr.pem)e] W&o thS3 Ut

flo



MIIBETCBvAIBADBXMQswCQYDVQQGEwWJBVTETMBEGA1UECBMKU29tZS1TdGFOZTEh
MB8GA1UEChMYSW50ZXJuzXQgV2lkZ2l0cyBQdHkg THRKMRAwWDgYJKoZIhveNAQkB
FgFgMFwwDQYJKoZlhveNAQEBBQADSWAWSAJBAL6nPTy3avNgbubx+ESmDA4LV1LQG

AaAAMAOGCSqGSIb3DQEBBAUAAOEAXcMsa8eXghG2ZhVyFkRVrl4vT8haN39/QJc9
BrRh2nOTKgfMcT9h+1XxOWNRQ9/SIGV1y3+3abNiJmJBWnJ8Bg==

ro
o|N
N
r <
Lo,
i3
il
i)
N
=2
=)
AL
>
ro
o|N
>
AN
N
i3

MIIBETCBvAIBADBXMQswCQYDVQQGEwWJBVTETMBEGA1UECBMKU29tZS1TdGF0Z
TEhMB8GA1UEChMYSW50ZXJuzXQgV2lkZ2|0cyBQdHkgTHRKMRAwDgYJKoZlhveNA
QkBFgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBAL6nPTy3avNgbubx+ESmD4LV

AAaAAMAOGCSqGSIb3DQEBBAUAAOEAXcMsa8eXgbG2ZhVyFkRVrl4vT8haN39/QJc9
BrRh2nOTKgfMcT9h+1XxOWNRQ9Y/SIGV1y3+3abNiJmJBWnJ8Bg==

@ Apache AH 9] ZHgk )20 ¢t



©@
riot

744 91 (httpd.conf =& ssl.conf)S 74 g th

<VirtualHost _default :443>

# General setup for the virtual host

DocumentRoot [Apache/htdocs

ServerName www.kisa.or.kr:443

ServerAdmin admin@Kkisa.or.kr

ErrorLog logs/error_log

TransferLog logs/access_log

SSLCertificateFile /Apache/ssl/cert.pem — QIS A m ZH=Z
SSLCertificateKeyFile /Apache/ssl/key.pem — 7H°|9| e A=

@ Apache AHE AFFFYT

./apachectl startssl

Apache XWX SSL& AHE3L7] 9§ A2 B H
Aasta A7 | ue
AR QA7) B

A7l MLEs gEsaE Bue.

© o]A SSL 21=A] <] .
AA A o)A E AL A FABF =R LolRAFY T

t}. Apache 2.X B A A HAAH L33}
1) AA7] A B CSR A4
O A" 9 A4

A7) BAA AT AW PRE YPTUTE BE randdat o]
Fa50) 2k wekE o, QAEA of TAS A, WAY S gk

$ openssl shal * > rand.dat
T=

$ cat filel file2 file3 > rand.dat




@ 71 & ¥4

$ openssl genrsa -rand rand.dat -des 1024 > key.pem

= 9] MENES QHS w=A Alsol Tt (Y5

2AY A9 SSL AHES 9% apache® FEY F glUTh
= AN7lE BAS AS, wdE NS Aol dEz,
BAF A7 BGBARe WEo AGuiAc] Byt

© 44 7] %5 o]&3ste] CSR A4

$ openssl req -new -key key.pem -out csr.pem

= 7]A key.peme @A @olA A& 7] o]FelH csrpemE
=9 CSR ¥de] o|Fduy

U AEE d¥sie= v AAZE YebdU o (BE WES R
ZHgeloF ek, ol dE AddUth

Country(=7} ZE) : KR

State/province (A]/X=2] A ©]&) : Seoul
Locality(*],7,7 52| °©]%&) : Songpa-gu

Organization(3]A} ©]5&) : Korea Information Security Agency
Organization Unit(}4]%) : Development Division

Common Name (host name + domain name) : www.kisa.or.kr

7} 4292 JEsieRs WAL Yehtba 1 delbs Rrkehc

@ CSR A=
A3 E CSR(|:csr.pem)e] W& v 2H5Yth



MIIBETCBvAIBADBXMQswCQYDVQQGEwWJBVTETMBEGA1UECBMKU29tZS1TdGFOZTEh
MB8GA1UEChMYSW50ZXJuzXQgV2lkZ2l0cyBQdHkg THRKMRAwWDgYJKoZIhveNAQkB
FgFgMFwwDQYJKoZlhveNAQEBBQADSWAWSAJBAL6nPTy3avNgbubx+ESmDA4LV1LQG

AaAAMAOGCSqGSIb3DQEBBAUAAOEAXcMsa8eXghG2ZhVyFkRVrl4vT8haN39/QJc9
BrRh2nOTKgfMcT9h+1XxOWNRQ9/SIGV1y3+3abNiJmJBWnJ8Bg==
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MIIBETCBvAIBADBXMQswCQYDVQQGEwWJBVTETMBEGA1UECBMKU29tZS1TdGF0Z
TEhMB8GA1UEChMYSW50ZXJuzXQgV2lkZ2|0cyBQdHkgTHRKMRAwDgYJKoZlhveNA
QkBFgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBAL6nPTy3avNgbubx+ESmD4LV

AAaAAMAOGCSqGSIb3DQEBBAUAAOEAXcMsa8eXgbG2ZhVyFkRVrl4vT8haN39/QJc9
BrRh2nOTKgfMcT9h+1XxOWNRQ9Y/SIGV1y3+3abNiJmJBWnJ8Bg==
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@ Apache ¥ 9] &3 9o AZF Tt

Session  Edit

i oo I usriocalapacheice iificate - Shell - Konsalke
View Bookmarks Settings Help

[root

certificate]# pwd

fusr/local/apache/certificate |

[root certificate]# Is -al

gt M 32

drwxr-xr-x 2 root root 40496 11% 8 17:08 .

drwxr-xr-x 13 root root 4096 11% 8 17:09 .

-F--r--T-- 1 root root 2013 119 8 17:08 .Com_cert.pem
-t--r--r-- 1 root root 081 11% 8 17:08 .con_key.pen
=F==r==r== 1 rootl root 160Z 11d 8 1/7:08 _comn, ca=bundle
-r--r--r-- 1 root root 2017 11% 8 1/7:08 test. . com_cert.pem
-r--r--r-- 1 root root OBl 11% 8 17:08 test. .com_key . pem
-r—--r--r-- 1 root root 1602 11% 8 17:08 test_| _com. ca-bundle
[root certificate]# I

s (|3 Shell

@ ssl.conf 4 (virtual host A7)
ssl.conf®] https(SSL)= AH&3t7] 138 T/ %E virtual host
T FLeA A

http A4

=]
T

<VirtualHost (domain):443>

ServerAdmin root@ (domain)
ErrorLog /usr/local/apache/logs/ss|_error_log
TransferLog /usr/local/apache/logs/ssl_access_log

# General setup for the virtual host
DocumentRoot "/usr/local/apache/htdocs"
ServerName (domain):443




bt oot BN ustiocallapacheicont = Shell “Konsole

Session Edit View Bookmarks Settings Help

| #

</IfModulesj]
<IfDefine 35L>
1B

#4 55L Virtual Host Context
L2

<VirtualHost

# 55L Engine Switch:
{#  Enable/Disable S55L for this wirtual host.
SSLEngine on

{#  55L Cipher Suite:
& List the ciphers that the client is permitted to negotiate.

|— INsERT — o
2 ||§-J Shell ' L‘

@ ssl.conf 4 (7] LI} AFA AA)

ssl.econf TtAoA QIFA A 707 Ao A9 o]F=
oLuL;z.” z,:xc—)] 6‘1—]4 q_

AN5A] A4 . Sl CertificateRile /usr/local /apache/cert/(domain narre)_cert.pem
7RV A : H CatificateKeyFile /Lsr/local/a}pde/cerhﬁcate/(cbrmn rerre)_ley.pem

b 00N usrllocalapacheicont - Shell - Konsole- : i - D x
SESNDH Edii View Bookmarks Settings Help

& certificate you can configure both in parallel (to also allow

# the use of DSA ciphers, etc.)

SSLCertificateFile fusr/local/apache/certificate/ .com_cert.pem
#55LCertificateFile fusr/local//apache/conf/ssl.crt/server-dsa.crt

£

#  Server Private Key:

3 If the key is not combined with the certificate, use this

# directive to point at the key file. Keep in mind that if

#  you've both a R5A and a DSA private key you can configure

F both in -arallel (to alsa 1110w The use of DSA ciphers, etc.)
#

251 J certificate/
SSLCertlflcﬂtehevFlle fusr!localfﬁ1pachefconffssl ke?fserver dsa.key

& Server Certificate Chain:

# Point 35LCertificateChainFile at a file containing the

I# concatenation of PEM encoded CA certificates which form the
= certificate chain for the server certificate. Alternatiwvely
# the referenced file can be the same as 55LCertificateFile

|# when the CA certificates are directly appended to the server
& certificate for convinience,

#55LCertificateChainFile Sfusr/local//apache/conf/ssl.crt/ca.crt

# Certificate Authority (CA):
— INSERT —

= (= Shell

| Y




HOMMH = JI0I= 30

® 9 AW ATE
- httpd.conf Lo 2771 gl=A &2l
/usr/local/apache/bin/apachectl -t

Syntax OK #}a1 Yo {7} sy

- 7]E oA MuEls T

/usr/local/apache/bin/apachectl stop

- http, https &} AAHE T&
/usr/local/apache/bin/apachectl start 4
Q= dH3HE http(80), I https(443)

ol oot I - usriocaliapachefoe ificate - Shell - Konsoke

Session Edit View Bookmarks Settings Help

[root bin]# ./apachectl startssl [~
Apache/1.3.22 mod_ss1/2.8.5 (Pass Phrase Dialog)

Some of your private key files are encrypted for security reasons.

In order to read them you have to provide us with the pass phrases.

1 o
Y
=
[

Server .com: 443 (RSA)
Enter pass phrase:

Ok: Pass Phrase Dialog successful.

Jfapachect]l startssl: httpd started
[root pin]# [

=@ s [

® ofA SSL AsA Y HAA7F dRHAFUT. VIZL R o] FstMA
AA Y o] A& AGA A oF st=A LotRAFUH.

2.3 Web2B A HA HAXH F535}7]

7h N7 A 3 CSR A



@ CSR AH 4H
Web2B 1 AH 9] 3 =t olgol bin ZTo] 'CA’ W oS A3}
CSR& A/d et

C=WImaxSoftWlebtoBd _1Whin>ca —neuwreg
Loading 'screen’ into random state — done
Generating a 1824 hit RSA private key

writing new private key to ’‘newreg.pem’
Enter PEM pass phrase:
Jerifying — Enter PEM pass phrase:

You are about to be asked to enter information that will he incorporated
into your certificate regquest.

What you are about to enter iz what is called a Distinguished Hame or a DH.
There are guite a few fields but you can leave some blank

For some fields there will he a default value.

If youw enter *.’',. the field will he left blank.

Country Mame (2 letter code) [KRI1:KR

State or Province Mame (full name? [1:Seoul
Locality Mame (eg, city?> [1:Seoul

Organization Mame <(eg, company? [Tmax Ltd]:-
Organizational Unit Mame <eg, section> [1:

Common MName <eg, YOUR name> [1: N .:on
Email Address [1: N - o

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:

Request (and private key) is in newreqg.-pem

C-WImaxSofttlebtoBd _1%hin>»

% Pass phrase : 7H¢17] HIEWH S = SSL 7|5 of &<l
3

% Common Name : 3|3 ¥ Alo]EQ] =<l



@ CSR =

|-----EEGIH R34 PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEk-Info: DES-EDE3-CBC.Q05B4E3CEAFRE2E2

M2 OgjlEFE Tv3+ IMhOVEjo U BFa AR WkDpeadStip Yo VEWIYEYWYI3EtdzsB
ADEyphbzy5ToHHUOUSmb TdrSlgpBIwWaldL1 AEIDVamBGlagSCdgCZe veCdy/ S alc
ZitizyL+kMMEIRze SAEDLEBLvoyPSkFmu T/ LIVAYdD Az O FNYiGs 1 YPaMacJEnl
ziraGyzwodzLCmyMyn&vwDEDFU | kZ2zP Wi | ThwkVRLonYWhig | glmvell/Cudye+ =k |
Kok WP mALryMHAAmEgROChZ 233 2 ACKUREpm/NPWPIZaD S/ Mo iy Dsi0iid Svck:
/nuTgdCuGc7zugDlaYneotzeusugZs2eCdGAKBAA W WHDLSdaSAvZE zySazESp

RFuRwgjiUR 7defWgBval/uF ryc+oGIEXe | eoVmmuzekULnkZwiHEzOIC 1 S 14
oyWoSGECTH AL Ty diwhzhpl/SvifmC 207kt Shitn 2 7he AAWh OREWd MOukwtB o P

Y 3MDzsbAHFLES Wirbde a Td e lkFYY s o) 23y ShejgJSdFalWle 7SOy G 3B YPPYVEY
FHC/A3eddhJFoviaoG/kTE « YLhUSYEbwSHymo V7 7t JUZZ r/Fe ZAHE X0 G T Ty

Dg90ch 2Ly DL 7Et837F0A0 MtalydkerhHaZ khy P B DS SKMEAEQL+ A0SAT=T
ge97a0Ira/ ASteEg) T md DOFZEgMgvL YLD ¥RCtEngPymDFEc A==

————— EHD RS54 PRIVATE EEY-----

——==- BEGIM CERTIFICATE REQLUEST-----

MEyzCCATOCAD AwgYoxCzAIBGNVB AYTARSMO4wDAYDVOOIEWAT WA hDEOM A
A1 LUEB=MFL 2V WD TALBaNVEACTEELQIEXDDAKBaMNVEAs TANIDOzERMEBEKGAT LE
BahdSamMsZWlucAnbmdhdGUuY20MSEvHw YKo ZhveMADKBFhJaY2x ZUBza'Wdu
ZZFNZS5h20we 28w D0 YK ZIhve NAQEBBOAD g YDAMIGJ A0 GEAMO S MaLI/EpiOke
OEnBo+wZ0l3/ Fah30H <Y+ 95 Togupil 3FEp g/ WWEAIZZ 1w THPa ThBeNOPyOZ e

CW2UydBad 9T0OVENmWE OPZENGyAghB adGg ADANB g kahlki G908 A0CFALOB g hAS
DalgiteRZEsPab THARO S by USMNELEUCOSHIE+ A3 Slwl x ZMNOgbkdbLEg g0

mZ4gi W1 FoOyEaGpkMFDsh Zketul YE 7Y TH 55t/ 3a Zmw] NBOla 2mbUl/ 5 280
JEHCEUBMNGYCOoOESELLITI PabMte 2/ 4R/ dy+z/S0==

A3 E newreq.pemol+= (P2 sE) 7Nl 719 CSRe] AR} A
F3tEo] g&HUTh CSR AR E thS3 245Ut

MIIByzCCATQCAQAwWgYoxCzAJBgNVBAYTAkISMQ4wDAYDVQQIEWVTZWI1bDEOMAWG
A1UEBXxMFU2WwdWwxDTALBgNVBAoTBEtJQOEXDDAKBgNVBASTAOIDQzEbMBKGATUE
AxMSamNsZWUuc2InbmdGUuY29tMSEwHwWYJKoZIhveNAQkBFhJgY2xIZUBzaWdu

JSHC5uBNGVCO0oUOESEKUfTi7a5Nt+2/4R/dy+z/SQ==
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Froc-Type: 4,ENCRYPTED
DEE-Info: DES-EDES-CEC,SG5E4ESCEAFSEZGE

1MV OgJ0XGFE P wa+ Y NhOVE JoC et FalNiZX1TkOpead 9t p e VENIYEWYISEXES=2SE
4DEyphzvS ToHHuvOUSkbh TAr S IgpEJWATIAL 1 AE i DYama0gSCdgC 2o dYvwCdy/ Sdgfe
ZittzyL+kNNKE1RzeS4EDLEELvevPESRFmu T3 £/ LIVIYdD AzOTNYi6c1WPaNacJ6nl
zrrAGvewodzLCnwynAvyDEDFUulks ePTH1 TRWEVELe nW ol Inve 1XT/ Quby+XM1
KoKYWPmALY vNH/ 4mEgpOCh 27 3 3d+3ACKEThEpm/ NF WP 1 ZgD S/ No 1 YOS QivHaveE

S8ITg2vR1D/ AltrepeviugogqEnXhEI4qaE4DEuhS09E00hIShLTEvIvusUTiLEn
RFuRwgjiUTR7de f TV VgsSvall/ uF+yc+oGIEiXe leoVmmueeKILnk ZuxHE 201l C13s1f
gyVoSGCTHAATydNwhehp 1/ G+EfmC 207 ME0X SMEnZ i Thve / TThORETAMOuk vt EcF
¥3NDzsMHF LkSeWWrNeaTde IkFY/ scqgGJ2 3ySNe jgJ54Fallde?S0MyLGIBYPPYEV
FNC/ 13ed4hIFoVianGot/ JkTE+TLbUaVhbwSHymg V7 17 +7 U2 2/ F+7AHEE0 GTTv
Dg20ch2LyOLThtE37TFOE09tal ydkerhHaiKkMyPE/ kud D3t J9ENS4E0U+ 4039 TsT
ged7ADIrKa/ ASftveg) TimdOOF ZEgqNavLYiUD1XRCtEt ngPymDF 6o h==

MITEpiCCAd6giwIBAgIQRurwlgVxeP6Zepunl0LGZD ANBgkaghkiGOwOBAQUF ADEw
NOswC QYDVOQGEwI TRTEUME IGLAITECHMLOWREVHI 103 QgQUIx T AkBgNVEB LS THUF K
ZFRyd¥NOIEV4dGYybwF s IFRUTCEOZERILIJe M3 IwIAYDVOQODEX LEZGRUenVedACEF
eHR1ocmShbhCEDOSBESh2 90ME4XDTAIND YuN z A4 ND kx MF o XD T IwMD Uz NDEwNDgzOF ow
gEMxCzAJEgNVEAYTALIVTHOswCOYDVOOIEwIVVDEXMBUGAI TEExMOUZ FsdCEMYIE L
IENpdHkxHj AcBogNVEBATFVRo Z3EVIOVEVEFIVI10gTV0d2 9yazEhMESGAIUECK MY
aHROcDowL3d3dyS1c2VydHI1e30uYe 9c MRswGOYDVOODEX IVVE4gLS3EEQVREQZ 9y
cCETROMwygE iMAOGCSgGa ThEDOERAQUAAY TEDwATYEKAD TRAQDE? 1gQoicuVo 30
vySGCefgCASuKIoT1BuS9rad jimUFkvievE,/ iD44 ZDRIHTE Lo/ oucP jebv . Toh e
LlzvIS4hudVeIxkPTohDnL3+1EliS8gTRCut TSI y+8ik7FugacEymyEQYWW I AcPIT

zEfas=D0/ ) I/ K3gVed jypO04PVHyhDYC2COPE/ 1adXpo+vEESRepgrnHEH7EquF 9
BrvaRiDRoogvEeVEic9e/ felShurKlrgRMvEisaRWEve/ roIv/NE JUw9EoD lwéns AT
MyB3xKEvAgMBAAG I gyEEMI IBEEz AfBgNVHAMEGD ATgBStvZheNLomI rEJ 1 TwA 73y
JHME UG AdEgNVHOAEFgQUUzLEs89/ +ulxoF2F TpLe3nkUdtEBuDgYDVROP AQH/ BACQD
AGEGMABGAITAEWEE/ wOFMANEAfSwIAYDVREO1BEkwFuYERwYBEAGCHwoDAWYIYIZT
AVhAOgOEMBEGAITATAQKNAgwEg YEVROgADEVEgNVHRSEAD By MD i gNgAOhj JodHRw
018w T3 Jslnlvh W9 kbheNhLlvh39E 2GR nVedEVAdGVybnF s 00F 3hz S0Lnk vhD AZ
oD3gMoYwaHROcDovLENvhCS jhe 1w 2G5 ubnVOLOF R ZF RydENORERO EETu T W D OV T+
bh30uT3JsMAOGCSgGEIh3DOEREQUAAATRACR  hp IQsRPENT760Er ThikP1EK40OFH /3
alUB/vxpRAAnVvIOk3r/ gk/8B2 AvGD+x+REywEfd8F I3 8wl O3 hFvSy/ R341iJYdP =D
Gz+noljad/2880rk7cwiuSmSrnsEodRyv+ne LdEn TNV A9 K9 fqye U5 29abh ITPoEL
VI1B+99Ww/ 21iZYEM11£D )/ dg9sENNIf8TOP 12 78cgvasaebf ETHNE/ dbguPAOIgS
TEF+MOH) il 6kuzsWvLomKal zu lensBGHh TO4OnE T M9 nkd vMAIaT+0L3 30w IFVOZ 5
dEGUD Yo SO +vd0PASfeVunE 2goMeCtoidanV13 tgQCL 23 uF MAJc t Hynllf
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SSLE 443 XEE AFE-317] wj &
F7Flok FUth ol SSLS #8412 config 3}

CSR A4 7oA ¥HE012] newreqpem el UlE % 9
7

|#ol A TRk (domain_name).crt®] W&
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HOIMH = JH0IE 34
DO AIN
wiabtokb 1
+MNODE
15 Test WEBTOBDIR="C:/TrmaxSoft/YehtoB54,1",
SHWEEY = 54000,
DOCROOT="C,/TmaxSoft"WebtoB4.1/docs",
PORT = "50.443", |
HTH =1,
MODEMAME = "${NODENAME)",
LOGGEING = flogl®,
ERRORLOG = "log2”
=NHOST
=1
HODEMAME ="15Tes=t",
HostMamesTest signgate, com”,
DOCROOT="C:/TmaxSoft"YWebtoB4. 1 /docs",
PORT="443",
SELFLAG=Y,
SELMamaszs
=5VRGROUR
hitrnlg HODEMAME = "I15Test", SWRTYFE = HThL
coig MODEMAME = YISTest", SWVRTYPE = CGl
559 HODEMAME = "S5 Test". SWYRTYPE = &I
=SERVER
itrnl SWGEMNAME = htmlg, MinProc = 2, MaxProc = 10
(f=1] SYEMNAME = cgig. MinFroc = 4, MaxProc = 10
s SYGEMAME = g2ig, MinProc = 2, MaxProc = 10
~SWRGROUP
Filrrilg MODEMAKE = "ISTe=1", SVWHTYFE = HThL
cola MODEMAME = NSTest", SVRATYFE = CGl
=g MODEMAKME = ISTest", SVATYPE = 551
~SERVER
Fitrnl SWiEMNAME = mlg, MinProc = 2, MaxFProc = 10
[==1} SWEHAME = cgig. MinFroc = 4, MaxProc = 10
=i SWENAME » ssig, MinFroc = Z, MaxProc = |0
=Rl
uiril Uri = "“Yoai=bin/",  Swiwpe = GGl
=aLlAS
sllasl  URI = Yegl-bin/®, AeslPath = " TmexSot ekt BA, L Acgl-kbin™
»LOGIEIMG
lag! Format = "DEFAULT", FileMame = "Ci/TmaxSofiWebioB4d, 1oglaccess. log”,
Cption = "sync”
o2 Format = "ERRORY, FilaMamea = "ClTmsxSoftWebioB4, 1 0g/error log",
Oplion = "spnc”
=80
el CartificateFile="Clw TmaxSofteridabioBd, 1 ¥esWoan. pem®,
Carific atakeyFile="C¥¢TmaxSottiWebioB 4. 1% ssicer.pam”
#CaCedificateFile="C/Documents and SattingsAdministratorWFE 2P Tes Sroatca,
~EXT
gl hirneType = texthtrnl®, SwTyps = HTHL
al 1
. H o HHOS = = = = = = L
* e M UHEZ2 REZ2 Fl FMoE sti, FA M2|=[0of =
g . == —_ =
CaCertificateFile F2(#)2 M2F J}SEH|CL
©® Config 73
wscfl

4% samplemstd e 9 Aol ST & A=S
WeolE ALgstel A s Wgel Baghinh

o) wscfl -i sample.m



A2:18 .
Az:18 .-
42,288 manual.m
1.325 sample.m
-a2—-12 85.301 wsconfiyg

-11-38 < 85,388 wsconfig_ori
214,382
== 223,637,584 HHO

C:WImaxSoftilebtoB4 . 1Wconfigiuwscfl —i sample.m
Current configuration:
Number of client handler{HTH> = 1
Supported maximum user per node = 275
Supported maximum wser per handler = 275
CFL is done successfully for node{IISTest{IISTest>>

C:WImaxSoft¥lebtoB4. 1% configr

@ Y A 7E

®

Wsboot HE & AE-3ste] MHE F53tal, ASA A TA ol A

A FHY A LRSS QAW

o CWWINDOWSWsystem3I2Wemd,. exe - wshoot

C:WTmaxSof tilebtoB4 . 1Whin >wshoot

WESBOOT for node<IISTest> iz starting:
Welcome to WebtoB demo system:s it will expire 2887-/82-15
Toda
WEBOOT = WEM is starting: @ 4 15:18:=53
WEBOOT : HTL is starting: B2-12-.87 15:18:53
WEBOOT : HTH is starting: BZ-,12-87 15:18:53
Current WebtoB Configuration:
Numher of cllent handler<HTH>

Server IITeut.glgngate com:443 (RSA>
Enteyr pk

o] A SSL OJ&H 9

Some of your private key files are encrypted for security reasons.
In order to read them you have to provide us with the pass phrases.

i
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2.4 iPlanet Aol HotMu F=35}7)
7k 7NQ17] A3 ¥ CSR A3/d W
O AW stHoA AW M
Al stHe] FRuErZA HAXWME FHEaA Ge

g A E Ad3lal "Manage" MES FHUTH

IR PaE 2R SAgin =0 SRR &

O - QO HAG ,Puirm @@ UBSS
Z200 [ syl Whaps st irg bin,nd e 28

Sattings

Server Root:/usrfiplanet/servers/https-| o kr
Hostrame: .o kr
ErrorLog:  fusriplanet/serversinttps- .or krflogsfermors
Liger:
[ H off

! Ussrs afed Grongs ! HER2

3t H
Security Tabe F+2i ¢
o

% 7ol A “Request a Certificate” &
Adeste] dast ARE dgst & “OK” HES AEdyoh
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HOtMH 1= JI0I=

G ) djL.rﬂ"-’l"‘*"@:.i'--i_'.zifvﬁ'-‘-i
> s T et eyl ox kahingiaden “ Bow
Beever Psiiegnn ehiEd Matialel - Abude
™ BT s /LupsCy AECHuis' |
S Hsipisst a BEepveer Crlfcal=s o
Craly
AR T N Pr——
..................
L e ¥om o 150 aes & 1 ni it b
Arssall
Cfomboae
" Submii ta Certificste Amtncriey wi
m B ea Emalb mdms {mhann o b
e . ' rE WEL
Eanuow
ceriiicotes |
— TaEEOL Ths ESEALe LS MEe MITE TALE CerLITLCALE.
Emcumpi
_mm-\'-lt:ﬂn_ | Crpplagaphic Had { e
| sl Yk W“ Koy Fils Pasmserd L llall.]
_ tamicale
Beafore ra sl.lnn a vartificabe, you should read the peerae sy of the DEI'-IIFI.‘abE rocess, and then go through ihe
Inszad cletaled 510 on creating amrr\::tdl:ﬂnumh:dmm: it o shoukd I, ou will also generate the
_W:Q:l_]_} { proper authorization ketter that you will use o ofiadn your ccrﬂllcm.e browm a certificaton authioriog.
[ Peymeator nam: Faran I¥amatas Sazay Agency
Micrwin TeErphens e Deais
Leiifcaie
SR Gk Pl | .
Email didrean: b i a b
Dorganyi eal pons Frrwa bdnrd o Scuntp agessp
Crasniaaiaonel GRiEs Fared IR Tanss Secawy Cendet
Localiky: ™, Carae-Dong, Bovrgpeia
Erich oy Fraarenl A
Coardry: =
Pl aie chaiahle check everything Beifiors sitwninningg?
oo Rad Tsts
[ [
T I _ E— _ woEE

dgsior & AR= tad ZEUth (ZEe B EE )
CA Email Address : @& A}9] ojWd F4

Key Pair File Password : ¥ 29 =

Requestor Name : Korea Information Security Agency
Telephone Number : #E|#}+9] M3 HE

Common Name : §AH ] F4

Email Address : #E]x}¢] ojdd F4

Organization : 3] A} (Full Name 2/21)

- Organization Unit : 54|

- Locality : a4
- State or Province : =A™
- Country : KR(tHgH1=)

@ CSR Ag A1
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[¥our certificate request has been sent.

wnen the response arrives, you can use the Install Certificate page to put it in place.
N copy of Che certificate request has been saved in the File:

SEtmpsmailtmp . 18623

To= Ekisa.or. ke
Subject: certificate Fequest
Email : Ehkisa.or . ke

Webmaster: Bkisa.or.ky
FPhone = [A2H05

GO MmO — F e S W . ~OF . K

Email - Ekisa.or .ke

Organization: HKorea Information Security Agency
Org-unit: Korea Internet Security Center
Locality: 78, Garak-Dong, Songpa-Gu

SLate: SEOUL

Country: KR

—==—AEGIH HEW CERTIFICATE REQUEST-——--—

TIBRjCCAVSCAQAWIDEXCZAJBQHUBAYTAKTSH]4WDRYDUNQTEI TRUSUTDELMCAG
TUEBxMZHzgs TEdhcmFr LURvbmes TFHebhmdwY S THATEqHCaGA1UEChHhE29uZWEQ
WEmb3JEYEXRpbZAgUZV jdlJpdHEgQWd1lbmNSHS cwJOYDVOOLEXSLb3J1IYSEJbnRL
MS1ACEBT ZUH1CcRL BeSBD2WS 02X I xGTAXBgQHUBAMTEHd3dySrendlenub3 Tua3 Iy
ZEwDQY JHoZ IhvcHAREEBQADgY BAMIGJAOERAL FRgpE1inldrqW WU TO Oy c 7wl kew
2rmFUHonE a2WukGHjGF Tued8niSusJyoolESAHEvEHoHhwIwT sEQH AaGPNURRE

FUHPbLUAER TunphAgHBAAGOADANBgkghkiGPweBANOFARDBgOChDHFKLFTS ~1ak

huHsyAzPiRlklvHogEHyzl0sUmlEHUwFAE JCEaFWLIYdTRTF+r1268pSER0Z JYBEY

PHALCcYHATLcBHL. ps ucgFZR2 MR NYSEAMEAPhESSPLNO0Ir1lhpEurl FAXTHZ oG
ZrycuduFHUcK1qUoaBAptabQean]=—

t————EHD HEW CERTIFICATE REQUEST---—-—

L [ISA AR 8

(D Server CertificateZ iPlanet < A]v|o]] A X
#He) AL shHo| A Security -> Install a Certificates A8 3 <,

ot AN WA FA| © FEY RS A EFHT

il Server Monager

-
Install a Server Cortificate
Cornifigate Ear:

+ Thiz Server

2 Gerver Lortilicate Chals

0 Trusted Cartificate Aaiberiity (DA

Suluct the wodule te wse with this certificate.

Ceyprographic Medwie: imarnal

Eoy Palr Flle Passwordy

Entor Cortificate Mase OHLY i cortificate is mot dor 'This Server’.

Lortllicate Hams:

O Musmage ia im thiz ile:

Hossage tl:rt [-rll:lu headers

TR DI ET G Ve o VRl ca Vil Thel T )
-Imﬁl-ulmmﬁ'ﬂﬂwnlﬂmhﬁ:‘l’I'l'l?li.'l'MD‘JEElm-’IB- Cal
LRl mmmmﬂ.ﬁwwﬂm'mwnummﬂ:mu

I |mmmmuhwmm&cnu.-wwmmmtmsmzﬂmu
o Oy I Oy N T T | o L) e M AOGC S | B S00EEAM LA LA 0BT v £ DECPCL
| e a5 1 91 A G35k E That | v el tHT fmmﬂ:ﬂa\':trqmlrﬂ |

IS fo g1 | pOBER00EgEay | i | AN 24EeF DuSal DETY GPLOas0S: IE inale
T WL BETHF L B i Eremiccres+ 20
~==-END GBI F AT~ =

(s Pl Help
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@ iPlanet §) AWE A A|Z}H(Server Off — Server On)

Server Qn /o

The server is oarrenthy OR.

WARNIMNG: You should onby do this an your local machine,

The following passwords are required to start the senver:

Module internal 0 Linlrinla et
- —— - —Em—
5 W K= Li- g
) =
Al this server

|wmﬂu~-r|

| ham o cmmmm L

@ iPlanet ¢ A¥ A4 W73
iPlanetAH o] AFTAE AX7} S8 thH, AHoA 443 X E]
thste] tH7](Listen)d & =S AAS WHAGSHOF T PAH
#Y A sHo A Preference — Add Listen SocketsS 4183}
oleje} 2ol AHE YA F OK'E HuFh

i3 B

1P Tl

Port: 1843
SEVEFNAME; ok
Seourily;  [Onw

Default Vs

[ ]




oMM 7= JH0IS 10

degafof & HAE= a3 ZFUY. (LHY izt

- ID : o] 80 E°] tigh IDE Harste] SSL &

1P : 0.0.00 / ony = A%

- Port : 443, SSL X E & 4439] Q%E T EOH, N F At}
Fosle] e FEE ARt S A

- Servername : YA W™

- Security : ‘On” A€

- Default VS : YZE & A}E3 Virtual Server urlS Y&

@ iPlanet & AW AA =714 74

SSLo| thdt 443 Listen 715 ¥ &, F7t2 dAs|of &
HEBo] gt FY 3}HolA “Edit Listen Sockets”ES A &13 &
"Attributes" HAE FYotd FAHFYTE o] 3sFHA  SSL2,
SSL3/TLSoll tigt H4-E& WHASAL iPlanet 7|82 HAAZo=
AL F AU

Listen Sockets Table
e ME“
CMREEME B e oo @ |lonw i
il Edl = 270000 |[#3 |[onw 51 Groups
"—@f“—: 0] = (et ] |
.Mﬂ 5 .
oms
L SanERiion
. Sonfgusation




a1 HOIMH 7= JH0IE

|:.,.-.;-
Wl Hisrver 6.4

—_ IEIIEEEI
| Magous gitar | dafailt | SonarCut | % TLE Cinher

S0L2 S AM S Cribet Dafalt

® olAl SSL AFMe] A7t ARFJAGUTE VIFOE o554
AR QA o BA S} A FoprAFU

2.5 AR AFA 2AHs7]

T2F A5 A9 20061 2€¥€0] AEU JAZ 2P (IE) HEkA Y
AEE FE ?l%‘ﬂ%]r—o—i E 520 Windows XP SP2 W3 o] 5-H

Windows XP SP2 W7 o] { EH= F4ASA7E A=lE 7] A
ke RISAE AAE7] wfitd Ba% 59 EAH] §lo] AR&-o
7Fs AR 1 o8t WAAM = AFHE A5 7]He] opd oA wg e
ASAMZ A23}7] wWFol 3. &F A gAY g T Oy 2ol
Bk A7 ) AWE AE A Este Bl WAIA7E YR U S

% 7] wfzell Windows XP SP2 B3 o3 ARE-8HA] % AREAE
BEpeAel] ARISA S ARl JISAHE AH R AZd FE JIS7|Ho=E
A s opet Hepg-A oA 2AFE IFAR 12ste] HFAoZ ARg-o]
7he gyt



9 Aol RO o 7 AQe HAEE We] BF tepz
B JlelEe e g HEAQ 3
Q2N AHWREe ARsAEUT. o

2

AT AT 2AY D £eel AL o] 8eA7) Hhc

Apache XWX E 2FA A ZF httpd.conf FHAL FH 3}

ARl JISAME AT ARl Q154 2Hdo] (domain).ca-bundle.pem?] 73-F-
thewt o] AgshE Uk

# Set the CA certificate verification path (must be PEM encoded).
# (in addition to getenv("SSL_CERT_DIR"), I think).
SSLCACertificatePath /usr/local /apache/conf/ (HIQ1 FEA17F AAXIE full path’id7))
SSLCACertificateFile /usr/local/apache/conf/(domain).ca-bundle.pem

3. 27 TAA A

A& 50 wwwkisaorkrZ USAIE Wgdol AX|g & A4 H&-

login.kisa.orkr2 ZolF+= 459 Zo] ¢ Elgsgily

Fae AAZ HES FATF o8 Ao A9 22 7
A HYoh




x|

&
8 goroiz g7 BERISIHLE OFE S SELICH
@ 23S HOA OIS0 20 OIS MIF LAELICH

HSSEAZEL DE?

AZME Avith LHF FEIZ

A AEAE A% AR T

9A7} 2EEe ol A7le

ey, R A9 AFA7E X" Ale|Ed H&she PCY
73

4N

ﬁ IZII_THIIIIIF-IIDEI HOME gt HGR REHEE R
?g:

S5 EAGEMZSLII

o2y | FHEEM |

M

N szt st oo A2 http

o EAE o HebE %] Yehue
73% ol WMES EY BAFA RE hitp FEHe
sEshA Hyth

Y
Re)
o
HU
_>T:
X
=
g
V7]
it
LW

W= Hetd = httpssﬂr EOFEJX] %e & httpsE EF




@ DA A AW AFAE AT F o A5

ME*E! SHLEHFE &+ B1SLICH

2ZFUEM

PR S EELICH

1[0

&) (&) B
I

H= HOMA OS2 228 S MO 2 RIELICH

HSSEAZEL DE?

men | [CTORE) AZH 23 |
o] = f MY JASHE EFT AS7IEE I HeEbeATL
AAeHA] Fohs A=A, HebeAds 7| er AT = 3=
A7 H2EZF WAH ded 2 FH2Ee gle,
S AHT ¢ gle dS7IRAN TEd JASHE EAT Feo
FAshE AuFddun. dAEs, 4 AWM AAFHem e
JANSAME AT Aol 7 gol AUt

® gk oA http:/ /<) https:/ /Y F ZZEFo| EAlst= 74

—o

Sk o] x| <toll http://9}F https:// ] F ZRZEZFo] EA]35}7]
HE=dUth odE =01, http://www.kisa.or krol| A 27121 ]3]
https:/ /www kisa.or.kr/loginjsp2 H&EE ® /loginjsptell
http:/ /www.kisa.orkr2 SE8k= A4 227} 7] W& dyTh




ol#igt % HTML 3 ZFeol HIML 3l Fio] ths e
META HITP-EQUIV="REFRESH' CONTENT="0; URL~http:/ /(3% URL)"

o] 23 YE«E https H oA o|A 21 &, httpsZ LT85+
Qele] solAg h} W50l o1FL 5= 7 HolAN HeleE
o]&-3ty sh= hitp ¥ oA 2 | ZHHSHA == AP

HEo CGI ZaagwoA e ttoldd geElis)y e
HITP Location 3CIE 215 7L BHRE=R] &2 o2 grjolddshd
Hoty|x] ¢ke oz 7itky Ayl YA g, HTTPS AW <]
HIMLS 9174 3 3 2 HTML WollA META EJ1E o] &34
ool HstA HdH, BgteAe= v 1 HTMLe| HTTPS
M A ¢l& Ao= ZhFstal HE Favy xA] ko
HTMLS] META ElZ22 gtold@Aasts ASos Bz}t
gfol P st AAT F2EA FHo] Fart =A] Fyth

D £GFA P AW FFHE UE /FoR Whste dunh

A7k AFME WAk F ARA3te] Ago] bsFich
= A3 g Ale] B8] ghEe A9t
o] Au ol mt M7 A X YAl WA A R F




http

sZ &t HolAE HAID F flvk= #HolA7F Byt

o]

1

1il..

1.

o= ot ok Ze olfE WAIY

i . https A EZ ] Hdo] EA&tA ZS H¢

i

A Y end-user®] W3lH oA 443 XEV} AHEHAS AT
https MW7} G5 A= 35

>

. SSL Certificate 3} o] AAAo]x] &S HE
. B A A ssl 3.00.2 AElo] Ho] 9A & AL

AZEA7} AFF o R AAHJEAS FsAaL Aol X hitpsS
A% XE Re=A &Qletr 7] vyt 55k sy

L4 292 5 Hbgust AW hipsE 93 ¥ TEES
B s&a Folob FUth IS AMe] ¢ ‘Netstat -na |
findstr ZEWS’, Apache AH 2 7d-F ‘Netstat -na | grep
TEWHS WHOE o] &3l httpsE 93 ZTEV} &35 o
A=A FAd = sy 99 Ze &S Q0% Fox
AR TSR B2 A7 sl AANA Eelshr 7] BEY T

—]

© obd Eulglo] gl IPE o A%A WFe] U

TMEe IR A¥EAs ddeE 2EgEdd = Al
HUeEEs 7|lees daHy WL ARATENIEE
"#Ha, Aue =dde VEes UEHY] Wid P B
Meolgogs o =)
: 5




>,

@ A B (Secondary) =<l ] = ROt E A83lu A&t
ol "ol gLt

Al HkMHW <dFEAM+= Host*Domain ©92 a1
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if ($timed == itimed) {

echo ™

<p><a href="http://mompogs _co_kr/zboard/view_php?id=not
desc=asckno=%no’' target='_top'><font size=1 color="silu
new:-x{faxdfp> M,

¥} else {

echo "<{p><{a href="http://mompoge.co.kr/zboard/view.php?
adnun&desc=asc&no=%no' target="_top'><font size=1 color

¥
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if ($time3 == $timel) {
echo "

<p><a href="https://mamsn.co.kr/zboard/view.php?id=notj
tdesc=asc&no=%no' target='_top'><Font size=1 color="'silue
Itnew:z->{faxdfpr "y

¥ else {

echo "{p><a href="https:// g .CO . kr/zboard/view. php?i
eadnum&desc=asc&no=5%no" target='_top'><{font size=1 color:
¥
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<UirtualHost test.co.kr:88>

Serverfdmin zmnkh@test.co. ky

ServerHame test_co.kr

Serverfilias wwmw.test.co.kr

DocumentRoot fhome/manpage

CustomLog logs/test.co.kr-access_logq common

Redirect / https://wuwuw._test.co.kr/
</UirtualHost>
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<meta http-equiv="refresh' content='8; url=https:// .co.kr/index.html" target="_top'>
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<script>

var url = “https:/f/www.test._com";
window.location.replace{url};
{fscript>
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<map name=""ImageMapi™>

<area shape="rect” coords="193, 74, 249, 98" href="onlinebook/fonline.ht
m" target="main">

<area shape="rect" coords="267, 75, 481, 89" href="https://-mgEau.co. .k
r/zboard/zboard.php?id=lecture” target="_top">

<area shape="rect" coords="'423, 73, 479, 89" href="https://Bpa@e .co.k
r/zboard/zboard .php?id=problem” target="_top">

<area shape="rect" coords="'497, 73, 537, 89" href="http:// . .oy .co.kr
Jzboard/zboard .php?id=qna" target="_top">

<area shape="rect" coords="555, ¥3, 609, 89" href="http://0 0 0 .co.kr
Jzboard/zboard .php?id=douwn” target="_top">

<area shape="rect” coords="679, 5, 717, 23" href="index.html" target=""_
top™>
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0" href=", fonlinebook/onlinebook, htm” target="_top">

39" href="http:// oo krizhoard/zhoard, php?id=lecture” target="_top">

39" href="http:/s oo krfzboard/zboard. php?id=problem” target="_top">

89" href="http: s oo krfzhboard/zboard, phptid=qna” target="_top">

89" href="http:// .cokrfzboard/zboard, phptid=down” target="_top">

3" href=",findex html" target="_top"> o
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<html:

<head?
<meta http-equiv="content-type" content="text/html; charset=euc-kr">
<title>SSL Frame Test</title>

<fhead:
<frameset rows=""188, 1% border="1">

<frame src="http:/sf1lab. -.co.kr/ftest_ssl/topmenu.htm™ scrol
ling=""yes" name=""top" namo_target_frame="main"">

<frame src="http://lab. -co.kr/test_ssl/main.htm” scrolli
ng=""yes'" name="‘main"'>

<noframes:

<body bgcolor="white" text=""black" link=""blue" vlink="purple" ali
nk="red">
<p>55L Frame Tes
Zyas =24
<fbody’
</noframes’
</frameset’

o oA ELCE. <be> O|H[O|RIE 22| HollM =
= W =Z2tEAI D eE UL«

At

<fhtml’

<8 6-12> =3|20| Z&H= |Eo|X|

<html:

<head:
<meta http-equiv=""content-type" content="text/html; charset=euc-kr'">
<title>SSL Frame Test<{/title>

<fhead:
<frameset rows=""188, 1" border="1"">

<frame src="https://lab. — co_kr/ftest ssl/topmenu_htm" scro
11ing="yes" name=""top" namo_target_frame=""main">

{frame src=""http://lab. -co.kr/test_ss1l/main.htm" scrolli
ng=""yes" name=""main"'>

<noframes

<body bgcolor="white'" text="black" link="blue" vlink="purple" ali
nk=""red"">
<p>SSL Frame Test2| IH|C|A| 2LICH. <br> Q|HO|IRIE 22| HalMd=
ZHEE E s W B2RHI 2L -p
<fbody>
<fnoframes:
</frameset>

<fhtml

<% 6-13> topmenu.htm= httpsE SE5}7|



<html:

<head:>
<meta http-equiv="content-type” content="text/html; charset=euc-kr">
<title>3SL Frame Test<{/title>

<fhead>
<frameset rows="188, 1= bhorder=""1">

<frame src=""https://lab. .co._kr/test ssl/stopmenu_htm*™ scro
11ing=""yes" name=""top"” namo_target_ frame="main">

<frame src="'https://lab. .co.kr/ftest ssl/main.htm" scroll
ing=""yes"” name=""main">

<noframes:

<body bgcolor="white" text="black" link="blue" wvlink="purple” ali
nk="red">
<p>SSL Frame Test2| H|O| K| &LICH. <br> O|HOIAE 22 YiiMd=
ZHUE =7 U= B BARHI E2ELCHGp
<fbody>
<fnoframe
<fFrameset>

<fhtml

<%l 6-14> topmenu.htmZ} main.htm2 https£ SE5}7|
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<19 6-15>% topmenuhtm¥} mainhtmS 25 <19 612> &4
ol-&si TE7 Ar-UU ©] Brole BE BEVF dediE A gar
<19 616> go] IR =ZHUch

D' | &] http://1ab co krftest sslf v BJOs

Frame 1 Top menu

Frame 2 Main menu
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interface: namifw (211. ¥ F/255.255.254.8)

Filter: ip and { port 88 )

hiEieie

T 211. 4185 -> 211, 8@ [AP]
GET /test_ssl/ HTTP/1.1..Accept: =/=. _Accept-Language: Ko..Accep
t-Encoding: gzip, deflate..User-Agent: Hozilla/4.@ (compatible;
MSIE 6.8; Windows NHT 5.1; .HET CLR 1.1.4322)._Host:

..Connection: Keep-Alive....

=

211. g8 > 211. 4185 [AP]

HTTP/1.1 288 DK..Date: HMon, 26 Feb 20887 B87:22:59 GWT..Server: Ap
ache . _X-Powered-By: PHP/4.2.8. Keep-Alive: timeout=15, max=98..C
onnection: Keep-flive..Transfer-Encoding: chunked..Content-Type:
text/html....27c. .<html>..<{head>.<{meta http-equiv="content-type
" content="text/html; charset=euc-kr">»_{title>SSL Frame Test<{/ti
tle>.</head>.<{frameset rows=""188, 1=" border="1">. <frame src=

“http://lab.firewalls.co.kr/test ssl/topmenu. htm' scrolling="yes
" pname="top" namo target frame="main">. <frame_src="http://la
b.firewalls.co.kr/test ssl/main.htm” scrolling="yes" name="main"
>. <noframes>. <body bgcolor="white" text="black™ link="bl
ue" vlink="purple” alink="red">. {p>S5L Frame Test.. ...... .
e T <Apr. </body> . </noframes>.<{/frame
set>. . {/html>....08....

i

T 211. 4186 -> 211, 88 [AP]

GET /ftest_ssl/topmenu.htm HTTP/1.1..Accept: image/gif, image/x-x
bitmap, image/jpeqg, image/pjpeq, application/x-shockwave-flash,

application/und.ms-excel, application/und.ms-powerpoint, applica
tion/msword, =/%._Referer: http://lab.firewalls.co.kr/test_ssl/.
.Accept-Language: ko..Accept-Encoding: gzip, deflate..User-fAgent
: Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1; .NET CLR 1.
1.4322) . _Host: .-Connection: Keep-Alive....

=

211. 88 -> 211. 4186 [AP]
HTTP/1.1 288 DK..Date: Hon, 26 Feb 2887 B87:22:59 GHT..Server: fp
ache..¥-Powered-By: PHP/4.3.8. .Keep-Alive: timeout=15, max=99..C

<72l 6-16> HTTP $&A| 80 ZE ZL|EZ A1}

So2es <a9 613>9 A£23F=E HE3519]  topmenuhtm?H-S
https 2 &2 8= 74-%AUh

Z (00 | &] http://1ab, ;oo kr/test_ssl/ v 0=

Frame 1. Tap menu ss L

Frame 2. Main menu
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ZAPe ol gAA EEHE AT ok <1Y 6183 2o

=
53R 2= indexhtml (WA Y|RHElA)o] YlE-3)
main.htm? Y&wo] 80 XER HXE HALHE= AL & F
AEUT. topmenu.htme] W& <453 HFE 7] wjio

BE ASH= 80 XEJAAM= W&ol FJHA Iy

m|211. 188 -> 211. 4188 [AP]
HTTP/1.1 288 OK..Date: Mon, 26 Feb 2887 687:24:28 GHT..Server: Ap
ache . _X-Powered-By: PHP/4.3_8. Keep-Alive: timeout=15, max=160..
Connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
: text/html....27d..<html>..<head>.<meta http-equiv="content-typ
e” content="text/html; charset=euc-kr">.<{title>SSL Frame Test<{/t
itle>.</head>.<{frameset rows="1088, 1% border="1">. <frame src
="https://lab.firewalls.co.kr/test_ssl/topmenu.htm” scrolling="y
es" name="top" namo_target_frame="main">. <frame src="http:/f
lab.firewalls.co.kr/test_ssl/main.htm" scrolling="yes" name=""mai
n"'>. <noframes>. <body bgcolor="white" text="black™ link=""
blue™ wvwlink="purple” alink="red">. <p>SSL Frame Test.. ......
....... Chr> i iiis deeh seeeiaaas feeemmas mems maaa
..................... <ip>. </fbody>. <fnoframes> _<{ffra

=

211. 4188 -> 211. 88 [AP]

GET /test_ssl/main.htm HTTP/1.1..Accept: image/gif, image/x-xbit
map, image/jpeg, image/pjpeqg, application/x-shockwave-flash, app
lication/fvnd.ms-excel, application/und.ms-powerpoint, applicatio
n/msword, */*._Referer: http://lab.firewalls.co.kr/test_ssl/..Ac
cept-Language: ko..Accept-Encoding: gzip, deflate..User-Agent: H
0zilla/4.8 (compatible; HMSIE 6.8; Windows HT 5.1; .MET CLR 1.1.4
322)..Host: lab.firewalls.co.kr..Connection: Keep-fAlive....

=

211. 188 -> 211. 4188 [AP]

HTTP/1.1 208 OK..Date: Mon, 26 Feb 2807 B7:24:28 GHT..Server: Ap
ache..¥-Powered-By: PHP/4.3.8. . Keep-Alive: timeout=15%, max=99..C
onnection: Keep-Alive..Transfer-Encoding: chunked..Content-Type:
text/html....77 ...<html>_.<body>.<{table width=186% height=106%
border=1>.<tr><{td>.Frame 2 : Main menu.<{/td></tr>.<{/table>.<{/bod
> . <{/html>. . 8.,

Hexit

<1 6-18> topmenu.htm?| LHETH & 55E ZLEZE Zo}
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Frame 1 Top menu ss L

Frame 2 Main menu ss L

<& 6-19> topmenu.htmz} main.htm2 https£2 S E517|

interface: namifw (211.0F "W F/255 255 254 @)
Filter: ip and { port 88 )
LiEidigEeee g
T 211. 198 -> 211, 8@ [AP]
GET /test_ssl/ HTTP/1.1..Accept: /% _Accept-Language: Ko..Accep
t-Encoding: gzip, deflate..User-Agent: Hozilla/4.@ (compatible;
MSIE 6.8; Windows HT 5.1; _HET CLR 1.1.4322)__Host: lab.firewall
s.co.kr..Connection: Keep-falive....
it
T 211 88 —> 211 4198 [AP]
HTTP/1.1 288 DK..Date: HMon, 26 Feb 20887 B87:26:85 GWMT..Server: Ap|
ache..X-Powered-By: PHP/4.3.8. Keep-Alive: timeout=15, max=188..
ConE@ctiun: Keep-fAlive..Transfer-Encoding: chunked..Content-Type|
: text/html....27e..<{html>. .<head>.<{meta http-equiv="content-typ
e" content="text/html; charset=euc-kr">._<{title>SSL Frame Test<{/t
itle>.<{/head>.<frameset rows="180, 1= border="1">. <frame src
="https:/f/lab.firewalls.co.kr/test_ssl/topmenu.htm™ scrolling=""y
es' pame="top" namo_target_frame="main">. {frame src="https:/|
flab.firewalls.co.kr/test_ssl/main.htm” scrolling=""yes" name="'ma
in">. {noframes> . <{body bgcolor="white” text="black™ link=
"blue™ vlink=""purple" alink=""red">. <p>33L Frame Test.. .....
f eeeaaas br> it iiil aeieeiias eieeaeaa meee eas
f hh messsssses mmmssaeaaas <ip>. </body> . </noframesy> {FFr
ameset>. . {/html>...._08....
Hitdexit

<J& 6-20> index.htmlS| L{ETHo| EL{E{EE ZAn}

453} FAl(https) S o] &3 A TE3}7]

A httpsS o] &34 <29 611>7 720
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Frame 1 Top menu

Frame 2 Main menu

<72l 6-21> httpsE 0|28t 5=

interface: namifw (211. 25y @)
Filter: ip and { port 88 )

hiEige e

T 211.1 4183 -> 211 = W TEN:8e [AP]

GET /ftest ssl/topmenu.htm HTTP/1.1._Accept: image/gif, image/x-x
bitmap, image/jpeqg, image/pjpeg, application/x-shockwave-flash,

application/und.ms-excel, application/und.ms-powerpoint, applica
tion/msword, */*._Accept-Language: Ko..Accept-Encoding: gzip, de
flate..User-Agent: Hozillas4.8 (compatible; HMSIE 6.8; Windows NT

5.1; _HET CLR 1.1.4322). _Host: ‘. .Connection:
Keep-Alive....

iz

T 241. 80 -> 211. 4183 [AP]

HTTP/1.1 288 OK..Date: Mon, 26 Feb 20087 87:21:3%4 GHT..Server: Ap
ache..X-Powered-By: PHP/s4.3.8. Keep-Alive: timeout=15, max=180..
Connection: Keep-falive..Transfer-Encoding: chunked..Content-Type
: text/html....76 ..<html>.<body>.<{table width=186% height=186%
border=1>.<{tr><{td>.Frame 1 _: Top menu.<{/td><{/tr>. <{/table>. {/hody
>.4/html> . LB, ...

hidiee

T 211.° 4184 > 211w Ll |
GET /ftest_ssl/main.htm HTTP/1.1._Accept: image/qif, image/x-xbit
map, image/jpeg, image/pjpeq, application/x-shockwave-flash, app
licationfvnd.ms-excel, application/und.ms-powerpoint, applicatio
n/msword, */*._Accept-Lanquage: Ko..Accept-Encoding: gzip, defla
te..User-Agent: Hozillasu.® (compatible; MSIE 6.8; Windows NT 5.

1; .HET CLR 1.1.4322). _Host: ‘. .Connection: Ke
ep-Alive....

iz

T 241.; B fE-8a -> 211. 4184 [AP]

HTTP/1.1 288 OK..Date: Mon, 26 Feb 2887 B7:21:35 GHT..Server: Ap
ache..X-Powered-By: PHP/4.3.8. Keep-fAlive: timeout=15, max=180..
Connection: Keep-falive..Transfer-Encoding: chunked..Content-Type
: text/html....77 ...<html>.<body>.{table width=1086% height=1808%
border=1>.{tr><{td>.Frame 2 : Hain menu.<{/td>{/tr> . {/table>.{/bo

dy>.</html>..0....
#iexit

<J2l 6-22> https SEA| 80 LE ZLEZ Z1}
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<script language="JavaScript">

< l--

function checkLoginForm1() {

var f = document.forms["LoginForm1"];
/[otolt| =4 HAt

if( f.memberID.value==""){
alert("oto|C| & ATIML");
f.memberlD.focus();

return false;

/}/HI%'HJE 243 At

if( f.memberPW.value==""){
alert("H|ZHHSE UM R");
f.memberPW.focus();

return false;

}
/o8N

f.action
"http://login.your-domain.com/login1.html;

return true;
}
I-->

< [script>

< form name="LoginForm1" method="POST"
onSubmit="return checkLoginForm1();">

< table>

<tr>

<td>0}0|C|</td>

<td><input type="text"
name="memberID"></td>

<td> </td>

<[tr>

<tr>

<td>H| 2 S </td>

<td><input type="password"
name="memberPW"></td>

<td><input type="submit" name="Submit"

value=" 22| "></td>

<script language="JavaScript">

<l--

function checkLoginForm2() {

var f = document.forms["LoginForm2"];
jjotolt| = ZHAl

if( f.memberID.value==""){
alert("OIO|C| & A SIML");
f.memberlD.focus();

return false;

}/tllté't'di 243 ZAt

if( f.memberPW.value=="" ){
alert("H|ZXHSE =SIMR");
f.memberPW.focus();

return false;

}
4N

if ( £.SSL_Login.checked ) { [/EoHdZS
|22 EE AMIAMS wfel HM
f.action
"https://login.your-domain.com/logini.html";
} else {

2SS AMFSHK] ZUS o
f.action
"http://login.your-domain.com/login1.html";
}
return true;
}
I-->

<[script>

<form name="LoginForm2" method="POST"
onSubmit="return checkLoginForm2();">
<table>

A= EH

o4

—

<tr>

<td>0}0| | </td>

<td><input type="text"
name="memberID"></td>

<td><input type="checkbox" value=1
checkedname="SSL_Login" > ot& &</td>
<[tr>

<tr>

<td>H| ' S </td>

<td><input type="password"
name="memberPW"></td>

<td><input type="submit" name="Submit"

value=" 22| "><[td>




<[tr> <[tr>
< [table> </table>
< [form> </form>
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6:87:53.538168 (g . COKF 47099 > - s s wem COMNEEp: P 1:224(223)
p,timestamp 1156802485 1157562812> (DF) (ttl 64, id 33841, len 275)
8x0008 4588 8113 8111 L4080 4086 e3085 d3ef 9715 E..... BE.......
8x0018 d3ef 96d? b7fb 8858 a8b? ed6b £F1D 512900 ... P...k..0?
0z 8828 8018 16d8 c34c 0888 8181 888a W4f3 6765  |..... | I b.ge
8x 0038 4ufe feQc 4745 S420 2F20 4854 ShLO 2F31 D._..GET./_HTTP/1
0x 0048 2e31 BdBa 5573 6572 2d41 6765 6e7h Fa2@ -1..User-Agent:.
0z 8058 6375 cu

6:87:53.542551 (i @@ EE T .com.http > W .co.kr._ 47899: P 1:509(508)
,nop,timestamp 1157562813 1156882485> (DF) (ttl 64, id 44998, len 568)
8x0008 4588 6230 afbe 4080 4086 b33b d3ef 96d? E..B. B.@._;....
gx08018 d3ef 9715 @658 b7fb ff1b 5121 a8b?¥ ev4a |..... | Y 1 | . |
8x 8028 8818 1928 7e3e 0088 08181 A38a 4i4fe fe9d [ D...
0x 0638 4Lu4f3 6765 4BLYL SLLO 231 2e31 2832 3030 D.geHTTP/1.1.208
0x 0048 204F 4bod Basy 6174 653a 2057 6564 2c20 .DK..Date:.VWed, .
8x 8058 3837 a7

<2l 6-24> HE EA

16:13:08 .64B496 egeags -COKF 47126 > o s i wmt . COM.WTEPS: P [ECp Sum 0k] 568:597(
14 win 14488 <nop,nop,timestanp 1156833916 1157593519> (DF) (ttl 64, id 22543, len 81)
8x00A@ 4500 DASH SEOF 40O 4806 Acca d3ef 9715 E..QX.@.B.......

8x0618  d3ef 96d9 b&16 @1bb bc2é bcaf 1261 aZ%a3  ........ B...a..

8x0028 8018 3890 538c GAAA A101 88Ga 4AF3 e27c . 8.5....... D]

8x0038  A44FF 79af 1503 @188 18b1 ce57 £7b6 cce? Dolfeeemenns u....

8x0048 da65 Zaba c62d eb52 d397 Sbad c741 736d .e%..—_R..[..As.

8x0050 64 d

16:13:08.640826 .CON.htEPs > i .cO.Kr. 47126: P [tcp sum ok] 2414:24Y
£07 win 7584 <nop,nop,timectanp 1157593510 11568339165 (DF) (ttl 64, id 58266, len 81)
8x00A@ 4500 DAS1 e3Da 4OAD 4806 B13e di3ef 96d9 E..0..@.B..>....

8x0618 d3ef 9715 @1bb b816 1261 a3a3 bc26 bece [........ a.. G-,

8x0020 8018 1d50 c670 60OO P101 B8Pa 4AFF 79af e Ppo..... D.y.

8x00308  44F3 e27c 1503 0108 18f8 Bdah 2dod 6837 R I -.h7

8x00408  £d55 26bc B6cc e159 1d2b 5652 aicd c5hs R, .. ¥.+UR. ...

8x00508 b5 ;
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@ o= @A SSL S2E §|tjol] el SecureBindings®] W EfH] 0] 2
= A7) fsiA otgiet & FAY BEe dEHIYT

cscript.exe adsutil.vbs set /w3svc/<site identifier>/SecureBindings ":443:<host header>"

* <site identifier>= TH Q9| AlHX} HE
* <host header>= ZAIO|EQ| SAE 35

* <72l B-8> &1

@) <1¥ B-8>9 WL By s A& - 2 - deeT

— Internet Information Service (IIS) &X' & 43

t Internet Information Services (IIS) Manager
!'_“g File  Action ‘iew Window Help
e = | mmEEE 2 2] ma
P.] Inkernet Information Servic | | Description Identifisr State Hiost header walus
=58 w3501 (Jacal computer | | 8 Difault Web Siks 1 Funring
- _J FTP Sites . \com 101603465 RuUAMing sp cam
B-_J Application Pools B resrz ) om ook 1016806534 | Running test7z, ok
) || i o b 1054817095 | Running ok
¥ Default Web St | | 6y recy 1056752982 |Runming | testDless.coke
: :D"t?z || Testoz 1056752983 | Running testOz I ke
- el R
b ) !!TestDS 1056752564 Running test03 ok
A Testil 8 testo4 10567525938 Running kest0d4 ook
k Testoz !!spztestgg.com 1056752993 Running sp2.test39, com
TE—— 8 5p3 testas, com 1056752994 Running sp3,best99, com
- test4 !!qu.testgg.com 1056752995 Running sp4.test99, com
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ommand Prompt
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{C>» Copyright 1985-2083 Microsoft Corp.
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Description I Identifier State I Host header value I IP address I Pork I SSL Pior &
Q Default Web Site 1 Running * all Unassigned * &0
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Q kest72, Jcouky 1016806534 Running test7Z) JcoLkr * all Unassigned ® &0
cokr 1054517095 Running 5 .co.kr * all Unassigned * &0
Q TestO1 1056752982 Running test0l) Jcokr * all Unassigned * 80
Q TestD2 1056752983 Running test0z ) Jcokr * all Unassigned * 80 —
Q Test03 1056752954 Running kest03 e, CoLkr * Al Unassigned * &0 443
'8 test04 1056752938 Running testO4 s oo kr * pll Unassigned * 80 443
<72l B-10> SecureBindingsE S8t 443 XE &R/

e bindingd =HQle AHof & Bfoll= <29 B- 11>9]r o]
delete ¥4 ©]&3t SecureBindings W EMH]| o] 2 & of A
54 AbolE9 binding® A< sIACRIANE + UF ‘/]‘jr.
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C:WDocuments and SettingsWhkim>cscript.exe adsutil.vhs delete Awisvc 1856752984/
SecureBindings

<12l B-11> SecureBindings X| 71
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1. SSL 7}&7] A 9

BEpe-A 3ARQD Ylz=A o] =7 ¥ SSL(Secure Socket Layer)-
dHX Biel o] HFdlel BEIIE T HeolHE HEs
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2. SSL 7}&4719] 9&

N EYA|EQF o] EFjgo] WOHA SSL W2 HAXNHE
EFste ACJEZE SSL& ) AHolA AR 2FskA HWE, Ao
37t AAA =i AREAY] Aol H-f- LE%X‘ T O‘*HE}
SSL 7}5;—7]—‘:— SSL 92 mE =

TS SSL HQto| ARSEH= AW ¢35 d7|E SSL 7hE7|o EERE
AGgozH dog 7] FEd OE AFHE =€ F
AW 717 622 AS$ SSL ®HeE B4 HolErt R E F
APl EY 917 AbolEd] o3t H3jrt DS & AU
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3. SSL 7}4 719 F5F
@ 1M SSL 7}47] ‘PCl / SCSI 7} =EFSY

SSL 714719 A ¥R Altie AMEAE AFse ) A7 Asske
stegolo] AFA o2 HAX]7} He PCIY SCSI Bl el 71= 3 9
AFEUdYT

PCIY SCSI 7F= B})9] SSL 7H57] A2 5
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M7 FAEste st=doly £&dd AR AREH7
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ozl thel  Muy fEE Aol MWME H3 SSL 7HETls =
FPTFoR JIE AN AFTLY FFY EAE EAAFUCH
g A fEF Al AWt FEE X HOR 15 74T
ZetolH et A stEdo]l & o= s WY 5 U= #4119
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HOMMH = JI0I= 116

Jsiy MEYS 7 7HE7ISE AuAleldd &840 3 7t
A= F 5ol glar BepeA7E EAA oFSst Rl 7hET) o
B353Ea F8o HXE(Clear Text)Z ©] FIHs T3] Ao
AEE7] o 2A FEIIE BI¢AHZFE AMH7EA 9
A= F A= Hko] Erbedynh E3 dubHel lzkel 74
(In-line Configuration)®] 73-¢ AX|A] A B2 AAZF FTEH=
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(One-arm Configuration) Els
Hoh EHOR SSL H471E A YENZY TEY 5
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chFE Bl ey 9%

4. SSL 7}47] +4 w4

SSL 7}& 7185 48t WAl AW SAF 71&7]9 T 9l
et GFgUTh L4291 715 #H §/SSL 7SS A gRskAY
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@8t sk WA 275
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9l 2”2 V1€ L4 290 HEste 74 AR USRS =
Y EfFE 71571 RedirectionH == A28}, 7}+71 M= 7,
TCP EE|Z4, sSL #2] 52 =33t fvnt.  $1/SSL 7H5717h
Aol Alolle L4 29 A oA AHE S Z Bypass A 2she WA gyt

o] 2= L4 29A 7eH} P/SSL 7tES sA FPEAY
ey, L4/L7 2=9A 7S YU/SSL 7HES Ao AEsteE &
geFgt FA4o] ThestEE AAIY AW 4T o FAM ol ohe A et
SSL 714718 74% & As4HTh
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1. SSL =2 & Z0f| st o|sH, FAMAIAE! http://www.future.co.kr/

2. HotMH 7152 95 SSL 7157 &£2M, ofEl|o|UESA F2|o}
3. SSL Accelerator for Secure Web Server, HIAH|FMFEZ|E|A|AE!
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